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Her Story

Intelligent (95th percentile IQ

Financially savvy 

Independent, competent, frugal.  





10/2/2009
Fed Ex From Juan Rubio 1690 Mauermann Rd San 

Antonio Tx 78224

10/2/2009 $5,750.
to: Henry Diederichs, 
Ohio

10/7/2009 Western Union, Bridgeton Mo, $1,000.00

10/7/2009 Western Union, Bridgeton Mo, $1,000.00

10/7/2009 Western Union, Bridgeton Mo, $1,000.00

10/7/2009 Western Union, Bridgeton Mo, $1,000.00

10/7/2009 Western Union, Bridgeton Mo, $1,000.00

10/7/2009 Western Union, Bridgeton Mo, $275.00

10/7/2009 $5,000.
to: Winston Bristol, 
Cherry Hill NJ

Laundering 

Why were the police not called?  



https://www.consumer.ftc.gov/features/scam-alerts

“Lottery and sweepstakes scams are one of the 
most common consumer frauds operating today. 
According to the FTC, these scams were the 
third-most common type of fraud reported to the 
agency in 2017.”



How Does This Happen? Tricks of the Trade  

Isolation & Vulnerability
Private by nature

Connection
• Telephone/voicemail
• Computer
• Mail
• Personal contact



Phantom Riches

What is YOUR dream? 

Start imagining 





Source Credibility/Authority 

• FBI, FTC, IRS or other federal agency  
• Grandchild
• Computer expert
• Self-proclaimed authority





Friendship

Example: Omar
• Deep & meaningful pseudo relationship
• He knew about her family
• She knew about his “family”
• She defended him to the end and beyond



Fear, Intimidation & Persistence
Scam Case
Phone numbers Name Notes

Jamaica
876 265-2960
876 266-6416
876 281-0654 End of Oct 2009
876 284-5819 This one is also early Dec 2009
876 287-7586
876 288-5955
876 289-0054
876 290-7422

876 303-8019 Robert Williams

Claimed to be senior manager at Cash Award 
Network in Las Vegas. My mom had won 25M; 
wanted $5000. March 2010

876 306-0508
876 357-2712
876 381-0373
876 399-1875

876 417-6372

This guy was particulary prolific - working her hard 
in Dec 2009, especially early Dec, so may be 
associated with the WU transfers 12/7/2009

876 425-6225



Omar desperately tried to reach her in Oct 2010 (about 6 
months after I intervened) calling about 70 times between 
12:30 am to 11:00 am. He used several numbers including 
one with her local area code.  He left nine messages. 

He then contacted a local Mercedes dealer and told him he 
was a football player in Kansas City wanting to purchase 
his dear friend a Mercedes. Could the dealer please call her 
and invite her to the showroom to choose the color. The 
dealer called, left a vm.  I called him back and told him of 
the scam. 

Her response… 



Scarcity





Social Consensus



Special Offer, Just For  You (‘cuz you are special!)







Phantom Riches – the Ether Trigger
Visualizing riches causes our brains to flood with 
dopamine and serotonin, happy brain chemicals that 
channel us directly to our ancient emotional center or 
“lower” brain, and tap our survival instincts.

Why Does This Work?  Brain Science



Flipping your lid effectively disengages the upper brain 
(cerebral cortex), the center of logic.  

• Regulates body – calming, braking, accelerating 
• Compassion, empathy & emotional balance 

• Impulse control – allows space between 
impulse & action 

• Engages doubt & 
skepticism 

The Upper Brain: 

(Remember: these  
functions were
disengaged.) 



Scammers’ Script 

The FRONT

• Cast the net – email, mail, phone, web
• Build excitement (phantom riches)
• Qualify – access to funds,                                             

willingness to participate
ability to be controlled

• Profile – getting you to talk 



The DRIVE

• Customizing the pitch to suit your needs, desires, and 
dreams

• Disengages your upper brain

Source Credibility/Authority 
Social Consensus

Scarcity
Friendship

Fear and Intimidation
Special offer, Just for You



The CLOSE

• Asks for money
• YOU will be left out unless you pay

The TAKE AWAY
• Create urgency
• Threaten to take away winnings  

• Remember: we have evolved to panic when there      
is a threat of running out of resources

• We respond accordingly to avoid loss



The RATIONALIZATION LOOP

The LOAD

• Call back with new, exciting development
• Limited offer, urgency
• Sells your contact information



They can see your house.  



What You Can Do NOW

• Develop a refusal script – post near phone 
• Better: DO NOT ANSWER THE PHONE

• Keep your numbers to yourself

• Register on the Do Not Call registry

• Learn how to block calls

• Take control of the conversation. Ask lots of logical 
questions. Do not answer questions.

• Do not sign up for sweepstakes or contests.  

• Have a network of friends and family to check you.

Sign up for Fraud Alerts: https://www.aarp.org/money/scams-
fraud/fraud-watch-network/



• Offer sounds too good to be true

•Claims you can win, make or borrow money easily

•Requires a fee to enter a contest, win a sweepstakes or 
lottery, or claim a prize

•Refuses to send you written information before you agree 
to buy or donate

•Refuses to give you a physical address or other details

•Makes the transaction confusing; frequent hang-ups/call 
backs

Setting Your Scam Radar



•Demands secrecy under the guise that the winnings will 
be a great surprise

•Requests ANY personal numbers; SS, bank, etc.  (part of 
profiling & qualifying phase)

•Uses scare tactics or pressure to act (send $) immediately 

•Refuses to stop calling

•Asks for personal 
information the “company” 
already has 

•Sends you money and asks 
you to send it elsewhere

www. Fraud.org



http://www.youtube.com/watch?v=2Dh5yg4_kcg

Excellent video about the “ether”…





Federal Trade Commission: www.ftc.gov or 
call 1-877-FTC-HELP

•US Postal Inspector: 1-888-877-7644 
https://postalinspectors.uspis.gov/

•Federal Bureau of Investigation, within US borders

•National Consumer’s League Fraud Center: 
www.fraud.org – data will be used to detect trends and 
alert others. They do not investigate. 

To Report

http://www.ftc.gov/
https://postalinspectors.uspis.gov/
http://www.fraud.org/


• Foreign lotteries are illegal. 

• Responding will get your name on “sucker lists” that 
scammers buy and sell for LOTS of money.

•Expect an increase in solicitations - bogus offers for 
lottery or investment “opportunities.”

• Phone numbers can deceive. Internet technology allows 
scammers to disguise their area code so it looks like they’re 
calling from your local area.

Federal Trade Commission

Remember



The Damages

More than $350,000 gone 
• $50,000 debt
• 5 CDs (cashed prematurely)
• 30 US Treasury Bonds
• ~200 bank transactions
• Bank threatened foreclosure
• More than 10 accounts impacted
• Received ~$35,000 of other people’s $
• $10,000 in bank and WU fees
• Lost 10 lbs. 
• Declared financially incompetent
• Lost stellar credit history
• Lost herself, part of her life, her privacy & independence, 

our trust



If It Happens
•Validate the victim’s experience
•Report! 
•Get POA
•Collect all intel possible 
•Build a communication “moat” around the victim
•Validate the victim’s experience
•Eliminate access to funds & all contact with scammers
•Expect victim to circumvent your efforts
•Be strong and calm
•Validate, validate, validate
•Advocate mightily 
•Keep watch forever; treat this like an addiction



Thank you! 
Holly Smith


