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URGENT NOTIFICATION
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You have been selected to be one of only 3%
of people in the nation to get a $350.00 Rebate
on the new EdenPURE" 360 Super Climater". It
expires in 10 days.

Top climatologists are predicting much
colder than normal winters for the next 11
years due to a4 period of lower sun activaiiy.

Your heating bills will greatly increase.

The EPA regulations from 2009 to
2016 shut down more than a hundred power plants
and Aincreased electric dills. The new boomn-
ing economy will electric demand with
lass power plants., This will send your ©ooling
Dills through the roof. Some experts predict
increases of 2 to 3 times more than your presw
ent cooling bi

The good news is this. A great new advanced
product will slash your heating and cooling
Dills. It is the advanced EdenPURE®' 360
Climater*. It will greatly cut your heating
bills while keeping you toasty warm. It cools
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Climater® can change an 86" temperature 360° in
an area to a 71.3° True Feel Temperature in 15
seconds. You can then turn up your home tHermo-
stat to 86" which greatly reduces the operation
time of your alr copditioner. But, you will
be cool and comfortable in the room with yoar
EdenPURE" 360 Super Climater®,

The cooling costs 80 little. MOSt home con-
tral air conditioners cost $129.00 to $200.00

A month to run. It may soon c<ost $400.00
to $§600.00 a month. The EdenPURE" 360 Super
Climater® only costs $510.458 a month in elec-

LLACAty running 12 hours a day, and $20.96 run-
ning all day, every day for a sonth. That's a
huge savings on your electric bills, It will
pay for itself qgquickly.

The EdenPURE" 360 Super Climater” car
satisfaction guarantee. If you are not

30-day

totally satisfied, you can return it for a full
refund, return shipping is pald. Therefore,
it's like trying it « The:

free for 30 day
1

is also a l-year wvarranty. The regu
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DO YOU WANT A PRIZE
OF A LIFETIME?

() Publishers Clearing House .
We're lSoking for someone 10 Lake

Bome the prize that pays ot 2
5100000 check day after day
~ after day! Want it to be you!

Dot miss oue! Enter today and

every day, and you could s00n

Dacome our next By Winner In
thit “Special Early Look® Event!

Chck Begin to Comtinue

and Claim Your #rire Inlry

_‘

The Geography (and Psychology)

of a Sweepstakes Scam

One Family’s Experience
Holly Smith




The Geography (and Psychology)
of a Sweepstakes Scam

Herstory
When/how it began s

Types of scams PERFECT SCAM
Tricks of the trade

Why this works — brain science
Scammers’ script

What you can do now Protect Yourself From Scams
Setting your scam radar presambdivshitmateberechmontisrorson
Resources and reporting
If it happens

How, Why and When to Get a Security Freeze



Her Story

Intelligent (95" percentile IQ
Financially savvy

Independent, competent, frugal.



MICON
6951040564
8372657544
6711078083
1672250299
1598933504
3492157136
AAS014424
2877255903
9922932537
7871302620
6951040564
5212804102
8405025341
0914499139
5391469858
T4650R5482
GO6262T7345
T1H9376126
1621034312
5375696700
TIR4035866
0119810222
0914499139
7243731442
3239569452
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DATE

DESTINATION

062009 § S50.00

V2209 $2.000.00
062209 $1.500.00
06,2209 $1.000.00
062209 S3.500.00
06723/0¢ $1.500.00
06725709 $3,500.00
062409 $1.500.00
06/25/09 53,200.00
06725709 52,000.00
0620009 § 550.00
06/25/00 $2,000.00
0672609 $1.800.00
06/26709 §1,500.00
062609 $1.500,00
062609 $1.500.00
06/27/09 $1,490.00
06/27/09 $2,000.00
0627090 $2,000.00
062709 $1,500.00
0627090 $1,300.00
06/27/09 $1,500.00
062609 $1.500.00
0672909 $1,500.00
06/2909 $1,.300.00

AMOUNT CHARGE RECEIVER
$ 3300 Osain Mormns
$12000  Osain Momis
S W00 Kevin Wilson
S 60.00 Osain Moms
$210.00  Osain Mormis
S W00 Kevin Wilson
$210,00 Osain Momis
S 00 Kevin Wilson
$132.00 Osain Morris
$12000  Marlon Brown
$ 83.00- Osain Morris
S$120.00 Osain Mormis
SI08.00  Clawleue Johnson
$ 9000  Odean Powell
$ 9000  Kevin Wilson
S 9000  Odean Powell
$ 9999  E Phil Bradley
S12000  Shacara Stewan
S120.00 Shacara Stewart
$ 90.00  Odean Powell
S 90.00  Odean Powell
S 9000  Osain Morris
S 900 Odean Powell
S 9000  Osain Morris
S 90.00 Odean Powell

Jamaica
Jamaica
Jamaica
Jamaica
Jamaica
Jamaica
Jamaica
Jamaica
Jamaica
Jamaica
Jamaica
Jamaica
Jamaica
Jamaica
Jamaica
Jamauca
Jamaica
Jamaica
Jamaica
Jamaica
Jamaica
Jamaica
Jamuaca
Jamaica
Jamusca



Laundering

Fed Ex From Juan Rubio 1690 Mauermann Rd San
10/2/2009  Antonio Tx 78224
to: Henry Diederichs,

10/2/2009 $5,750. Ohio
10/7/2009  Western Union, Bridgeton Mo, $1,000.00
10/7/2009  Western Union, Bridgeton Mo, $1,000.00
10/7/2009  Western Union, Bridgeton Mo, $1,000.00
10/7/2009  Western Union, Bridgeton Mo, $1,000.00
10/7/2009  Western Union, Bridgeton Mo, $1,000.00
10/7/2009  Western Union, Bridgeton Mo, $275.00

to: Winston Bristol,
10/7/2009 $5,000. Cherry Hill NJ

Why were the police not called?



Most Recent Scam Alerts

Avoiding World Cup scams
June 25 2018

No prizes from the FTC
Juna 22, 18

Credit card processing “deals” may be scams
Juna 21, 2018

Scams and your small business
June 18, 2018

wWork from home business scam sidelined
June 11, 018

Protecting your devices from cryptojacking
Juna 7, 2018

“Lottery and sweepstakes scams are one of the
most common consumer frauds operating today.
According to the FTC, these scams were the
third-most common type of fraud reported to the
agency in 2017.”

https://www.consumer.ftc.gov/features/scam-alerts



Isolation & Vulnerability lo
Private by nature A ¥

Sda
I

Connection

* Telephone/voicemail
* Computer

* Mail

* Personal contact




What is YOUR dream?

Start imagining



COMMISTONER OF JUODGING » PROCE SSING DIViSiON Noo-arcluatio Mad - Aad Or Recopt And Foliom Widnctond Reguests Sel Forth By Jodors

AWARD NOTIFICATION COMMISSION ' . T Pege vt L of 2 W P
PO BOX 2005 ' \ FIUNG YR O CRGNAL COPY 10 RECRENT £

KANSAS CITY KS 66110 ‘ 2016 Nt o dughcome o sacordary phatocopy

Xy The Winner Proper Entry Vaidstien Must Be HECORDED
omewron 13570 oo iy ol M B RECORDED o

OPTIONA Singls CHECK if Wenar Payabia Funds Veafel $1,327.940.00

Recipiont Of Delivery:

|
STORSISL-S0CH2/2900006)0  SQUISE

N I TR (e T P T T I TR [ e I
As Exacutor of Awards for the AWARD NOTIRCATION COMMISSION jagng office, | have ths letier %0
you with an extremaly excitng message: Have you ever BEFOINE won a lump aum jackpot Award off$1,327.940.007
Be acvised at this time - please vorily your name and adceess as ponted theoughout this doc of myy

offce, |, Larry Mourd, mbmdfownAWARDNOTlHCAﬂONCOMM&SONomww hereby affem sad opportundy as stated =
writing 10 yOu above, in FULL, provicsed you e legaly 18 yaars of 300 or okdar, and further provided your valid entry
¥B7065881-500532/298301630 & mtumed and malchas the preseiactod winning number needed before the resoiution deadine for
judges fnal ruling and perrmanent record.
VERY IMPORTANT — This is non-transierable commespondence; do not this letter 1o any OMer parsen O party for appication
o compietion by any means. Rather, by mandate of my professional office, w&mmntdywhaveaﬂommm
winning number & that you respond by >> laggv« - e 10 lOCIge A COrporate

prasaecied
mltatmmmlmmdbmbbm n% %
bons, You Have Just $1,327,940.00

and the Cash Funds will be pakd deectly %0 you by your opson of a lump kum check for $1 27040.00 & hrger som-amount of
$2,000,000.00 to be remitted by annual payments of $86,666.66 per yharlor 10 : auls are withheds and no
ootm:ssmmo.mcrcmssodasaconononJmmmwAwmoaMimNOSmwtmmm)Sntmam
CONIMONS

In a3AoN and with extending Honors on these fonmdl proceedings, we are hnllad 10 announce an addendum of Premium Offer;
$2,500.00 gt ceruficate for up 10 75% off WONrewards.com online merchanciss and service offerings. Confirm your acquisiion by
outright option NOW Dy secunng recept and delvery of this Premium Offer registered n your name for grect Ranoover.

An Acquisition FEE for Premium Offer i due and must be encicsed as required for $12.99 payadie 1 the office of ANC. Enclose
your rettance by Cash, check, or ronay Oonder. See page 2.

FINAL INSTRUCTIONS: Al ancicahie check-Doxes have heen orenared 1o vour compiaton on the bostom of paoe 2. Prease




Source Credibility/Authority

* FBI, FTC, IRS or other federal agency

* Grandchild
* Computer expert
* Self-proclaimed authority



COMMISTONER OF JUDGING » PROCE SSING DIViSiON Noo-Earcluatio Mad - Agad O Rucopt Acd Foliom Witactord Reguests Sel Forth By Jodors

AWARD NOTIFICATION COMMISSION ﬁi (e Pagn bt Lo B Tted Pogmm

PO BOX 2005 O CRIGHINAL COPY 1O RECRENT
KANSAS CITY KS 66110 2016 Nt 0 dghcome ¢ »\Jia Y PR ody

57() The Yinner Proper Entry Vaidstien Must Be HECORDE
g‘gtutl;?a Ng 13‘ 54 8Y JUDGES %o Certdy issuance Prize Award

OPTIONA Single CHECK if Wenwr Payabia Funas Vedfed $1,327.940.00
OPTION B 30 Year ANNUITY if Wirer Payals Funos Ventud  $2,000,000.00

R: ikl 8 Tepe O Wroes Suted  Tiomesission OF Wiver Fundty | Aueraes By
| 100%CASH | Dircct Courles Delivery | | Lany Mewrd
STORSINL-SOCHIZ/ZINI0IEIT  4QUTES ::‘;‘WM ~ ’ :.“‘""

AS Exacutor of Awards for the AWARD NOTIRCATION COMMISSION judgng office, | have been instructed 1O send th letier %0
vw with an wcme» emimo mgc mew mtackeot Award of $1,327.940.007

2 b ’idodyo.cvahdmb'y
087085081 soosszmwmwo cmmmmmmprwoc mmmrbomoododbcm the resoiution deadine for
judges fnal ruling and permanent record.
VERY IMPORTANT — This is non-transierable comespondence; do not this letter 10 any Omer parsen o party for appication
or completion by any means. Rather, by mandate of my professional office, the sole requirement if you have and retum the
mwm:vumwsthatmwmndby >> MAL Rgﬂv«m'y thereby enabling our NOges to kkdge a corporate

certfication statement sublect to the bbw
n%ou Have Juleon $1,327,940.00

mecmrumswlbapauancoyeoyoubyymcp.ondalumpsumehoelmﬂgz?'w.OOaaluwm “armount of
$2,000,000.00 to be remitied by annual payments of $86 660,66 per year for 30 years. (Note: No 1axes are withhekd and no

COMIMISSIONS are O Or expressed 3s 3 CoNMMon aoceomomaAWARDo—iW FUNDS through this letter ) See terms and
CONGImons

In addtion anag with exte'admgnonason these fommdl proceedngs, we are thnllad 10 announce an addendum of Premium Offer:
$2,500.00 gt caruficate for up 10 75% off WONrewards. com online merchanciss and service offerings. Confirm your acquisiion by
outright option NOW Dy secunng recept and delvery of this Premium Offer registered 0 your name for grect Randover.

An Acquisition FEE for Premium Offer i due and must be encicsed as required for $12.99 payadie 10 the office of ANC. Enclose
your rentiance by Cas, check, or ronay onder. See page 2.

FINAL INSTRUCTIONS: A2 appicable check-Daxes have been prepared for your campiaton on the bottom of page 2. Pease
artend 1o s NOW. Judang poicies state that the Award cannot be sssued wihout retum of the winning pre - soiocied numbey




Friendship

Example: Omar

* Deep & meaningful pseudo relationship

* He knew about her family

* She knew about his “family”

* She defended him to the end and beyond

\»
2
U

-




Fear, Intimidation & Persistence

Scam Case
Phone numbers Name Notes
Jamaica

876 265-2960

876 266-6416

876 281-0654 End of Oct 2009

876 284-5819 This one is also early Dec 2009

876 287-7586

876 288-5955

876 289-0054

876 290-7422
Claimed to be senior manager at Cash Award
Network in Las Vegas. My mom had won 25M;

876 303-8019 Robert Williams wanted $5000. March 2010

876 306-0508

876 357-2712

876 381-0373

876 399-1875
This guy was particulary prolific - working her hard
in Dec 2009, especially early Dec, so may be

876 417-6372 associated with the WU transfers 12/7/2009



Omar desperately tried to reach her in Oct 2010 (about 6
months after | intervened) calling about 70 times between
12:30 am to 11:00 am. He used several numbers including
one with her local area code. He left nine messages.

He then contacted a local Mercedes dealer and told him he
was a football player in Kansas City wanting to purchase
his dear friend a Mercedes. Could the dealer please call her
and invite her to the showroom to choose the color. The
dealer called, left a vm. I called him back and told him of
the scam.

Her response...



Scarcity

CCR204 OSE 052015 CWA i

l I PERSONAL ENTNY CLAIM FORN AND FASE CHANCES 1O WiN FOR LDENTIFID AGORESSEE

Your Entry Claim Form Enclosed!

You have been authorized to receive
6 FREE Chances to WINan Adjustable Bed!

By: Joyee Johnston




COMMSSIIONER OF JUDGING = PROCE SSING DivWsion =R NooEareluatio Mad - Aead O Recoot Acxd Foliom ittt oo Reguests Set Forth By Axdors
AWARD NOTIFICATION COMMISSION ' m— Poge Nevter L Ttk Papon
PO BOX 2005 — FIUNG YEAR OF CRICHINAL COFY TO RECPENT
KANSAS CITY KS 66110 2016 Nt & Augleote o0 sacordary PRoRocOdy
::F:;'l;l;:r:;g 13570 ' e =Y E’g!f' J:l;?“::; \?03:.2; -‘:;S.ci::x:? Prize Award
T OPTIONA Singks CHECK if Wener Payabia Funds Vedfed $1,327.940.00

OPTION 8. 30 Year ANNUITY if Wiorer Payalsa Funos Veniud  $2 000,000.00

Tage OF Wrees Swird Tivenrsicn Of Wieve? Fohy R e By
100°% CASH Dircect Courler Dellvery Lamny Meurd

. YOBSISL-SOCHS D163 &OULS | of Cortified Bank Chockis) Exoowtor

| of Dlectronic Wire Trasslor OF Awawds

Recipiont Of Delivery

TN N T L e e T U T U B [ UL AL

AS Exacutor of Awards for the AWARD NOTIRCATION COMMISSION jpagng office, | nave beean nstructad to send thig letier %o
YO Wt &N extremaly excing message: Have you ever BEFOINE won a hanp aum jackpot Award of $1.327 940,007

Be acvised at this e please verify your name and address as ponted theoughout this documentation. By the awthority Of rmiy
offce. |, Larry Mourd, on behalf of the AWARD NOTIFICA NON COMMISSION organization, hereby affem sad opportunidy as stated =
writing 20 yOu above, in FULL, proviced you aee ecaly 18 yaars of 300 or oldar, and furthar provided your valid entry
MB70B5881 -500532/298301630 & metumed and matchas the preseiactieod winning number needed before the resoiution deadine for
judges final ruling and permanent record

VERY IMPORTANT — This is non-transierable comespondence; do not give this letter 1o any Omer perscn O parnty for appication
or compietion by any means. Rather, by mandate of my professional office. the sole requirement if you have and retum the
prasaecied winning number 5 that you respond by >> MAIL REPLY << only, thereby enabling our udges to lodge a corporate
certification staterment sublect to the ic-'bwn{{.mn‘ PronsouUnCement

) Congratulatons, You Have Just Won $1,327,940.00
and the Cash Funds will be pakd directly 10 you by your Gpson of a lump sum check for $1.327 940.00 o a lrger som-amcunt of
$2,000,000.00 to be remitied by annual payments of $86,660.66 per year for 30 years. (NOte: NO 1axes ane withhedd and no
COMPTISSIONS are due Or expressed 3s a conaaon of accepling the AWARD of CASH FUNDS through this letter ) See terms and
CONGIMmONs

In S3ANON aNd with extending NoNcrs on these fonTdl proceedngs, we are nllad 10 announce an addendum Of Premium Offer
$2.500.00 gf ceruficate for up 10 75% off WONrewards com online merchancise and service offerings. Confim your acquision Dy
cutright option NOW Dy secunng recept and delvery of this Premuum Offer registered n yOur name for girect Ranoover.

An Acquisition FEE for Premium Offer & due and must be encicsed as required for $12.99 payabie 10 the office of ANC. Enclose

¢ nNtance t Bl CHheC K, o (o ) b 4

FINAL INSTRUCTIONS: A2 appicable check-baxes hhve been prepared 1o your compiaton on the bostom of page 2. Pease
artend 1o hig NOW. Judging poicies state that the Award gannot be Bsued wihout setum of the winning pre-sciocied number
Moreower, we are not obgated to call you If you fail 10 act JCOMPLETE AND RETURN THE ENTIRE PAGE 2 FORM. Our office wil

— —— S—— — ré yOur Saivery adcress 1S accurale and up-to-aate!




Social Consensus



Special Offer, Just For You (‘cuz you are special!

1O A WAN Y
SOENMPIRE CUSTOMESR SERVCE
DM I
LA O MY

. . snrner AUTHORIZED REBATE REBATE NOTIFICATION
s e 45322 VERIFIED DELIVERY

TRACKING CODE:
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URGENT NOTIFICATION

Deay ‘Limater” can change an 4% tenmperature J60° in
TOU Bave Deans selected Lo Do Oofwe Of Oonly M apk area t0 a V1.3 True Yeel Temperature in 15
f poople An the nation to got a $350.00 Rebate seOonGas . You can then turn up yousr hoae thermo-
& the pew EdenPURE® 360 Super Clinatver”, It spat to 86" which greatly redoces the operation
A de 20 Saxa tise Of your air copditioner. Bet, you will
Top climatologists are predictiang mech bDe cool and comfortable in the Foom with your
coldar than normal wvinters for the next 11 EdenPURE" 360 Super Climate
years doe od of lovwer sun activiiys e Cooling Costs 50 1 oSt hooe Ccen-
Your beatin will greatly increase. tral Alr conditicners <ost 20 to £200.00
™he dr raguliations from 2009 toO a month =0 run. It may cost S4900.00
2016 shut down more than a hundred pover plants to 5600.00 a nonth. The FURE® 160 Super

and increased electric dills. The new boom- Climater” only costs 510,

ing sconomy will wplke electric demand with Lricity running 12 hours a and $29.96 run-
leps power plante. This will send your cooling ning all day, every day for & sonth. That's a
DAlls shrouwgh the roor fame oxparts preodion huge sSavings on your eleotric Bilils. t will
inocrsasss of 1 to ) tiawe more than yOur pres- pay for itealf 4;.1'.vb'.y.
ent ocoling Dills. The EdenFURE' )60 Super Climater® carries a
The goOd newe is this,. A great nev advanced I0-day satisfaction guarantes. If you are pot
prodect will slash your heating angd oooling totally satiafied, you can returs it for & full
Dills. It 13 the advanced EdenMuxe® 360 Bupes refand, rezurn shipping is paid. Yherefore,



YES! | want 1o calm my new GRAND SLAM NUMBERS aMocaton -
| now reserved for me exchusivery. | have included the nUMDLIS
processing fee of only $20.95 by:

> [JCash [_]Money OrderiCheck (payabhe Haplin Data Servces) of

USGSMCNFD019 477644520 L - :

ORD: 124342157 charge my crodit card: '

an i vl 9 N 16 SRR Yoo SARerEN CF BER D B’\‘ISG GM&S‘B!’CﬁYd D Armeaican EXWCSSD Diners Club

e Ployniases bon o LWL T e e . : —— - »
o C\udNo.F oo oeen R -1\]

R Morss o8 l"v‘ * -~ [eoe pew ‘ . -~ I IT B
ey s 0 0 st wwe |+ vymportast CVV/CVC g I glsy ,\
oy S = lvmwm G0 TO: Back of card st WM’

Sl s ot 3 ¢ O Amesican Express 60 T0: Front of card QWAL_J
0 A P p. Date: L/ 0 %

@ ;on cASTEST ORDERING, FAX YOUR

| | MAIL YOUR ORDER TO:
O F0: 3617 5607 6721 (7 daysi24 hrs) e Foousiban a5 Bundall, QLD 4217, AUSTRALIA

N;—:wrwufaumv:eumnac-tmvmd | R D N | D S w—1

USUPGSMCNIOILY

This cotiod ondy Jeaanie if you Lse a vali credl Ced
Puase tote Yt e Arcade an Sl ANTE COMANS 0w AATEST NS

0 CUSTOMER SERVICE PHONE + 61 7 6507 4433 Hyea aee e a8 wR YOUY CONECt adess Ao
g B M



House of Antiquity

PSYCHOTHERAFY - IDENTITY INTERPATATION - RECOVERED MEMORY ANALYSIS

An urgent Nessage From A Past Life!
YOUR OWNN Past Life!

The YOU that lived in the 19th century is reaching out to you with,..

A WARNING.
VITAL PERSONAL INFORMATION,
A CLUE TO A TORTUNE THAT HAS BEEN GROWING IN VALUE FOR MORE THAN 100 YEARS.

This may be the most incredible letter you have ever received. How so?
Because the source of this message is more a part of you than you may
ever have dreamed could be possible. Read on and you will see. —

You areé &an old soul with an amazing life source! One of the most incredible we
have come in contact with. Degtiny intended you for greatness. Then a negative
and unforeseen influenceé interrivened and this has held you back. But a nessage
from centuries past will now change that.
YOU HAVE LIVED BEFORE! And what a life 1t was. You were a hero. You lived dur-
ing an amazing time, and had an amazing life. It’s time the world sees you for
what you really are and you claim the riches that have always been intended for
you. Many people feel that they were intended for greatness. You really were!

=

detailed information of your previous existence. Reading it was startling,
heartwarming, and inspirational.

Amazing as this statement is. It is true. We have in our possession, very

So much so, it is of the highest priority that you be made aware of
everything we have discovered (OCur notes consume many pages).

To begin with, It 43 3 story of love, heroisns, accomplishments. and a marvelous
legacy. But it also comes with a warning of specific dangers which must be dealt
with (more about this to follow). Now that we are aware of your situation, no



Why Does This Work? Brain Science

Phantom Riches —the Ether Trigger

Visualizing riches causes our brains to flood with
dopamine and serotonin, happy brain chemicals that
channel us directly to our ancient emotional center or
“lower” brain, and tap our survival instincts.

oy oitube comwaich?v=0D

“ELIPPING YOUR LID”

m;cnumouvn

Paronting fom the inside out. 173




Flipping your lid effectively disengages the upper brain
(cerebral cortex), the center of logic.

The Upper Brain:

Regulates body — calming, braking, accelerating
Compassion, empathy & emotional balance

Impulse control — allows space between
impulse & action

Engages doubt &
skepticism

4

(Remember: these
functions were
disengaged.)

U

Ernis Wime

Mrw $0id your ngens ovee rrer Taend e
P corlas bn Subad evir D Babic srese
of D bewin

[l
tfrom Siegel & Hartzell (2003)
Parenting fom the inside out. P.173




Scammers’ Script

The FRONT

Cast the net — email, mail, phone, web
Build excitement (phantom riches)
Qualify — access to funds,

willingness to participate

ability to be controlled

Profile — getting you to talk




The DRIVE

* (Customizing the pitch to suit your needs, desires, and

dreams
* Disengages your upper brain

Source Credibility/Authority
Social Consensus

\ -
eg&\\e Scarcity w4
Qx‘(\ . .
((\6\) Friendship %
A\ Fear and Intimidation ‘

Special offer, Just for You



The CLOSE

* Asks for money
* YOU will be left out unless you pay

The TAKE AWAY
* Create urgency
* Threaten to take away winnings
* Remember: we have evolved to panic when there
is a threat of running out of resources
* We respond accordingly to avoid loss




The LOAD

* (all back with new, exciting development
* Limited offer, urgency
* Sells your contact information

The RATIONALIZATION LOOP

T .




They can see your house.



WhatYou Can Do NOW

Sign up for Fraud Alerts: https://www.aarp.org/money/scams-
fraud/fraud-watch-network/

e Develop a refusal script — post near phone
e Better: DO NOT ANSWER THE PHONE

e Keep your numbers to yourself
e Register on the Do Not Call registry
e | earn how to block calls

 Take control of the conversation. Ask lots of logical
questions. Do not answer questions.

e Do not sign up for sweepstakes or contests.

e Have a network of friends and family to check you.



SettingYour Scam Radar

 Offer sounds too good to be true

* Claims you can win, make or borrow money easily

* Requires a fee to enter a contest, win a sweepstakes or
lottery, or claim a prize

* Refuses to send you written information before you agree
to buy or donate

* Refuses to give you a physical address or other details

* Makes the transaction confusing; frequent hang-ups/call
backs



* Demands secrecy under the guise that the winnings will
be a great surprise

* Requests ANY personal numbers; SS, bank, etc. (part of
profiling & qualifying phase)

* Uses scare tactics or pressure to act (send $) immediately

* Refuses to stop calling

* Asks for personal
information the "company”
already has

* Sends you money and asks
you to send it elsewhere

Watchdog Alert Handbook

Whe to Contact (FOF)

The Con Artist's Playbook (PDF)

www. Fraud.org
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Excellent video about the “ether”...

anis and Doug Shadel

Doug Shadel

http://www.youtube.com/watch?v=2Dhsgygs_kcg




Condorennie | Fmancadd Frawme
2 ot e Liderly

‘raud Watch
Jetwork

ASot The Vionwy SCamluiter
D] 3t

watchnetwork

p.org/iraudwatchnetwork

Ul The £ Tha - AARY
Wl s

| Alerts

Pl M NeTemidt miM

—dnl

yources

wade he Crandpace=t Sram
Con Arsa! Peveals AR

AARP UNMASKING THE IMPOSTERS g Shadel 0S5/ 25 2007 ‘ .
.
] _ = : .




To Report

Federal Trade Commission: www.ftc.gov or
call 1-877-FTC-HELP

* US Postal Inspector: 1-888-877-76 44
https://postalinspectors.uspis.gov/

* Federal Bureau of Investigation, within US borders

* National Consumer’s League Fraud Center:
www.fraud.org — data will be used to detect trends and
alert others. They do not investigate.



http://www.ftc.gov/
https://postalinspectors.uspis.gov/
http://www.fraud.org/

Remember

* Foreign lotteries are illegal.

* Responding will get your name on “sucker lists” that
scammers buy and sell for LOTS of money.

e Expect an increase in solicitations - bogus offers for
lottery or investment “opportunities.”

* Phone numbers can deceive. Internet technology allows
scammers to disquise their area code so it looks like they're
calling from your local area.

Federal Trade Commission



The Damages

More than $350,000 gone

* $50,000 debt

* 5 CDs (cashed prematurely)

* 30US Treasury Bonds

* ~200 bank transactions

* Bank threatened foreclosure

* More than 10 accounts impacted

* Received ~$35,000 of other people’s $

* $10,000 in bank and WU fees

* Lostaolbs.

* Declared financially incompetent

* Lost stellar credit history

* Lost herself, part of her life, her privacy & independence,
our trust




If It Happens

*Validate the victim’s experience

*Report!

*Get POA

* Collect all intel possible

* Build a communication "moat” around the victim
* Validate the victim’s experience

* Eliminate access to funds & all contact with scammers
* Expect victim to circumvent your efforts

*Be strong and calm

* Validate, validate, validate

* Advocate mightily

» Keep watch forever; treat this like an addiction



Click Begin to Contine
and Claim Your Prire Intr

Thank you!

Holly Smith



